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Cardholder uses a payment card to make an online 
purchase on a mobile phone, tablet, laptop or  

other device.

SEND FOR AUTHORISATION

DECLINE TRANSACTION  OR  PROMPT FOR CARDHOLDER CHALLENGE

To confirm that the consumer making 
the purchase is the actual cardholder, the 

merchant uses EMV 3DS for authentication. 
This involves sending data about the 

transaction, payment method and device 
information to the issuer.

LOW RISK

HIGH RISK

Issuer reviews the data, decides the type of authentication 
needed, performs it and then processes the transaction 
per the usual authorization process. Issuer can choose 
to prompt the cardholder to authenticate themselves 

using a one-time-passcode, knowledge-based questions, 
biometrics or other method.
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